Halyna Petrushka

The information
policy of the energy
company during
the war

How Can Ukraine Enhance
Resilience and Protection in
Energy Production and Supply?




How does electricity get
to the consumer?

Generation

Electricity production at nuclear, thermal, hydro,
renewable power plants.

Transmission

Power transmission by 110-750 kW main networks from
power plants to distribution system connection points.

Distribution

Delivery of electricity from backbone networks to
consumers. Electricity goes through several stages of
voltage reduction from 110 to 0.4 kV.







«Lvivoblenergo» 2023

The company provides services for the distribution of electric energy in the territory
of the Lviv region. The number of clients of the company is more than 1 million.
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astructure after enemy attacks



In November 2022, as a result of another missile strike by Russians on energy facilities,
1.5 million consumers were left without electricity. Lviv survived the blackout.
Employees of Lvivoblenergo and NPC Ukrenergo managed to restore electricity supply
in less than half a day.
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Russian attacks in autumn — winter 2022-2023
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Outage schedule in Lviv region
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Russian attacks in spring — summer 2024

Ukrenergo Lvivoblenergo
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Other power stations

Thermal
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Outage schedule in Lviv region

Cepepa, 17.07.2024
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Lvivoblenergo online services
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In addition, people were not informed about how these schedules work
and what they are needed for




Fake comments about selling electricity to Europe

4P Tonoewn MPHXANEHHE
Anna CleksandrivnaZubova

Hawa ekoHoMIA-MILHICTE eHeprocucTemMi HimeudwHK | 36aradyeHHa Hallmx YWHOBHWKIB
| BNnagu

YnaHa AeopKa

Jlroaw Aobpl,Ta HEMa HIAKOIo AUWQIUKTY ,NPOCTO ABa ARAl HE MOXYTh AON0OBOPMUTHUCH,
CTpaxaE NpPoCTUA N4

g CTenad KauWHCbKWA

NOTPIGHO KOHTPAKTW CEOI NPWNWHWTK 338 KOPAOH,l NHAAM XBaTWUTb!!




Fake: selling electricity to Europe

B YKpaiHi AEC noTy>XHIcTb |
9 rBT BUpo6NAI0TD B MicALb
6 480 000 000 KBT*y |

1 KBapTHpa CnoXXMBac 3a MicAub
" 210 kBT*y

e3neyYnTH |
| 31 MNH.KBapTUp 260 |
Y 100 mnH.rpomagas [

25 MnH.)XuBe B YKpaiHi, a ge
iHWi 100 Mnu?7?? |




Fake: selling electricity to Europe

HALIOHAIBHA
ATOMHA

YICTA EHEPIISE MA THEBOroD EHEProrEHEPquA
KOMITAHIA

J ¢ V) . B R TP NI T ., 1 I
.NQ MBIM@ 06 2()2_//_p VYipaina, 01032, Kuis, nyi. Hasapisscka, 3
Ten. +38(044)201-09-88, paxc:277-78-83

HaNe AR L Bix 202 p. Paxyiiok 26009200019275
n AT «Yxpexcimbanen . Knis.

Ko Ganky: 322313, ko 3KI1O 24584661

Minicrpy KiiMATY TA HABKONHITHLOTO
cepenosuma Honabnri
Iayaine Xennir-Kaocke

Illanosua nani Iayaina!

Liim nuctom HAEK «Eneproatom» miaTBepaye CBOK rotoBHicTh 3 30 9epBHA

2024 poKy NPHCTYIIHTH [0 BHMKOHAHHS JOBIOCTPOKOBOTO KOHTPAKTY 3 IOCTaBOK
esiexktpoeneprii y IMonsmry 3 enepro6noxis Nel i No2 Xmensuuipkoi AEC.

3aneBH}O€M9 Bac, mo nicis ananisy npoBeieHUX 3aX0/iB OO0 MPOJIOBKEHHA TEPMiHY
ekcrulyatauii eHeprobnoky Nel Xwmensnuuskoi AEC [lepkaBHOI0O iHCHEKIHEK
A/IEPHOTO peryJlioBaHHs Vkpaiuu 6yB cKilajieHHi BHCHOBOK PO BUICYTHICTB NOTpedH B
MPOBEJCHHI  TOBHOTO  ILIAHOBO-TIONEPE/VKYBATLHOTO  PEMOHTY eHeproboKy.
3nivicHenHs miaroroBuux pobit 3 10 kBiTHa mo 28 TpaBHs 2024 poky Oyno BH3HAHO
JIOCTATHIM JUIs ToAansiioro QyHKIIOHYBAHHS pPeakTopy y IOHaJ NMPOeKTHHH TepMiH.
TakuM YHHOM HA MOMEHT I04aTKy MOCTABOK €JIEKTPOEHeprii MH rapantyeMo be3neqne
Ta crabinbHe (GyHKIioHYBaHHS 1BOX eHeprobiokis XmensHuiibkoi AEC.

Tako) MH BBaXAEMO BAXJIHUBHM pPO3BIATH CyMHIBH Bammx koner mozao
3narHocTi XmenbHuLbKoi AEC BHPOOIATH €NeKTPOEHEpriio B MOBHOMY 00’emi uis
noctaBok y Iomsuty. Jlins GesanepebifiHoro 3abe3nedeHHs eNeKTPOEHEPri€lo MONIbChKHX
criokuBa4iB MiHICTEpPCTBOM EHepreTHKU Ta BYTUIBHOI MpoMucnoBocti Ykpainu Oyno
NPUMHATO 0CTATOYHE pilneHHs BilIMKHYTH /1Ba eHeprobnoku Xmensuuipkoi AEC Gyne

MOBHICTIO MEPEOPIEHTOBAHO HA EKCIIOPT eJIeKTPOSHEepril.
3 noBaroio,

[Ipe3naenT

JI «<HAEK «EneproaTom»
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MAPA KSE
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Facebook posts about fakes

HE KOPUCTYWUTECb IHOOPMALLIEIO
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Liei 60T € HEO®ILIMHUM, BiH
JeMHsHCbKa 26 HanexuTb Ao 1 NoKasye rpadik BiAKNOYEHHs
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According to the another fake the electricity was distributed unfairly




False activists

TIpat _/IbBiBOGIEHEPTO_ 1110 BOHWU COHBOO ABAALOT.




Employees of Lvivoblenergo answer questions from Ukrainian
journalists during shutdown schedules in Lviv region



the work of power engineers during the war aroused great interest
n journalists, but also many representatives of foreign media
rgo for comments and explanations on the energy situation:

edia Network "MediaCorp";
annel Nikkei;

n channel "TVN24",
jo Lublin®;

e American copper company "Bloomberg";
 The New York Times;

« Swiss Radio.




Cyber attack

n December 2022, Lvivoblenergo's IT network was attacked by Russians. Thanks to the
orompt actions of IT specialists, Lvivoblenergo, together with the Security Service of

Ukraine and the Cyber Police, managed to stop third-party interference without loss. All
data in internal systems has been saved.

Facebook post about Cyber attack






STRATEGIC CYBER
ATTACK: HOW RUSSIA
PREPARED FOR THE WAR
WITH UKRAINE YEARS IN
ADVANCE

LYUDMYLA
POLOVA

Deputy IT Director,
Lvivoblenergo, Ukraine.

Practical experience in
cybersecurity of critical
infrastructure during
wartime.



THE WAR IN CYBERSPACE IS CLOSELY LINKED TO
POLITICAL TENSIONS.

2007 — a coordinated hacker cyber attack on the computer systems of Estonian government institutions in April
2007 during the escalation of Russian-Estonian relations.

2008 — a cyber attack on Georgia during the Russian-Georgian war resulted in the successful hacking of 54
Georgian military, government, and finance websites.

2013-2014 — attacks on the information systems of private enterprises and government institutions in Ukraine,
along with the mass use of netbots to clutter the information field, mislead people, and spread rumors during the
Revolution of Dignity and the Russian armed invasion of Crimea and Eastern Ukraine.

2015 — an attack on Ukraine's power industry. Three regional electric power distribution companies experienced
coordinated cyber attacks, resulting in a power outage lasting more than 6 hours.

2016 — an attack on Ukraine's largest energy company, Ukrenergo, on December 17-18, resulting in a power
outage of about 1 hour and 15 minutes in roughly half of Kyiv.

2017 — a large-scale hacker attack using a variant of the Petya virus caused disruptions in the operations of
Ukrainian state enterprises, institutions, banks, media, and industrial companies.

As Russian aggression increases, the frequency of events on this list is growing.



Hack{group Affiliation Main goals
| APT;3 military division 26165 Main Intelligence Military sector, electricity grids infrastructure, state
\ Directorate (GRU), russia institutions, and diplomatic institutions
\/
\ Foreign Intelligence Service
APT29 Military sector, diplomatic institutions
() SVR, russia
) . o : :
) military division 74455 Main Intelligence Telecommunications providers, critical
“~Sandworm _ . .
Directorate (GRU), russia infrastructure
military division 71330 Federal Security Service .
Turla ] Military sector
(FSB), russia
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Callisto . State institutions, diplomatic institutions
(FSB), russia
) ) N ) Military organizations, law enforcement agencies,
Gamaredon Federal Security Service (FSB) office in Crimea
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WinterVivern

Activities for interests of Russia and Belarus

Military organizations, state institutions

Ghostwriter

Military forces of Belarus

State institutions

DaVinci Group

Law enforcement agencies, russia

Private and public sector organizations

(UAC-0050)
soke cadeniGroup Financially motivate criminals, russia Private and public sector organizations
(UAC-0006) Y ’ P &
Pseudo hacktivistsMain Intelligence Directorate
NoName057(16) . 8 Private and public sector organizations
W, (GRU), russia
Pseudo hacktivists, Main Intelligence Directorate . . il
yberArmyofRussia . g Private and public sector organizations
(GRU), russia
/s
1 /7




GOALS OF THE ATTACKS

Cyberwarfare Cybercrime

® Espionage ® Fraud

® Disruption ® Extortion

® Discreditation ® Industrial espionage

® Falsifications



Many. attacks are aimed at destabilizing society and
spreading disinformation. The second priority area
involves attempts to damage critical infrastructure. |
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The‘s?hedule of planned power outages due
electricity shortages and the search form

routages are available on our website.
)
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] JNbsiBOGNEHepro Yomy Hemae csiTna? MnaHoBi BigKMOYEHHA ABapiiiHi BUMKHEHHs (apxis)
MoXnuse
9:00-11:00 | BIAKNIOUEHHA
11:00-13:00 Moxnuse
& 2 BIAKNIOYEHHS
13:00-15:00 Moxnuse Moxnuse
BIAKNKOUEHHA BIAKNIOYEHHS
5 . Moxnuse Hema 3 3
Moxnuse
19:00-21:00 Moxnuse
BIAKNIOUEHHA
21:00-23:00 Moxnuse
i BIAKNIOUEHHA
23:00-1:00 Moxnuse
\ BIIKNIOUEHHA

3aBaHTaxuTh rpadik

AGu gizHaTUCb NPO BiAK/IOYEHHS, SIKi € B MepeXXi Ha Lier Yac, ckopuctantecb GOpMOIO MOLLYKY:

O6'egHaHa TepuTopianbHa rpoMaga

O6epite OTI

HaceneHuit nyHkT

O6epiTb Ball HaceneHui NyHKT
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KEY TRENDS IN CYBER ATTACKS DURING WAR
ACCORDING TO THE INSTITUTE OF CYBER WARFARE
RESEARCH:

®* More sophisticated and targeted attacks on organizations of interest using
social engineering

® Attacks on accounts
* Use of legitimate services and tools during cyber attacks

® Better coordination between cyber attacks and military and information
operations

®* Greater control over the activities of hacktivist groups by intelligence
agencies



MANY OF ATTACKS IN THE UKRAINIAN CYBERSPACE IN
2023 ARE CLASSIFIED AS APT
(ADVANCED PERSISTENT THREAT)

® Attacks are carried out in several stages, stretched over time
® Constant attempts are made to penetrate through different vectors

® Primary infection modules have a digital signature and do not contain malicious code
that can be detected by antivirus programs

® Account takeovers and privilege escalations are performed
® Infection files are covertly spread within the compromised infrastructure

® Hackers establish secure communication channels to their Command and Control
(C&C) servers

® The active phase of the attack occurs without using files and storing data



May. 2022: Hackers attacked the
services of the Lviv City Council,

stealing and publishing some work NbBIBCHKA ﬁ@ﬁ
Rﬂ'es on Telegram channels. M;CbaKa mﬂ TR
bad JIbBIB

BIAKPUTMIA ANA CBITY

\ 1] 438 o

HACK THMGE]

CerogHs Kn6epapmusi co6upaeT KpoBaByIo XaTBy x4 B BUAE
LieNoii ToNMNbl yKPaUHCKUX NPOBaiAepoB iy

December 2022: Several major internet
providers in the region stopped

Mbl YHUHTOXWUAW a8 5 yKPaWHCKUX NpoBaiiAepoB, @ UMEHHO

e Gl providing services due to a hacker attack.

Ter‘lepb WX KIMEHTbI OCTaHYTCA Ha A40NToe BpemA 6es VHTEepHeTa.
Xoms 3a4em xoxnam UHmMepHem, ecau y Hux Hem ceema?(’y

B cneayrowmx nocrax Mbl onybnukyem npydsi B3noma g5 v
nonb3osarenbckue 6asbl [, KOTOpbIE HaM YAanock A06bITh

January 2024: The Sykhiv residential
area in Lviv was left without hot
water and heating due to a hacker
attack on a utility company.

Impact of FrostyGoop ICS Malware on
Connected OT Systems

|||| //

March 2024: The transport service e-ticket in Lviv
was subjected to a hacker attack, resulting in the
disruption of certain services.

December 2023: Mobile operator Kyivstar
suffered a large-scale hacker attack, resulting in
the loss of connection and internet for
subscribers. The Russian group Solntsepyok
claimed responsibility for the attack.




COMMON WEAKNESSES IN CYBERSECURITY THAT
LEAD TO SUCCESSFUL HACKER ATTACKS:

* Inadequately Protected Infrastructures: (Unsegmented network infrastructure; poorly
secured communication channels and data access; delayed updates of operating systems
and software)

* Outdated Security Approaches: (No systematic approach to building cybersecurity; lack of
intrusion detection systems; no tools for responding to cyber incidents; no attack response
procedure; no recovery plan after an attack)

* Decentralized Approach to Cybersecurity: (No centralized monitoring and management of
cybersecurity; lack of enforcement of security policies; no accreditation procedures for
partners; no overall infrastructure plan and complete information about assets)

* Staffing Issues: (Lack of understanding of cybersecurity issues; insufficient qualified
specialists)



Lyudmyla Polova

lpolyova@loe.lviv.ua
www.loe.lviv.ua

Thanks to the INSTITUTE OF CYBER WARFARE

RESEARCH for providing the materials:
www.facebook.com/CyberWarfarelnstitute
info@understandingcyberwar.org

understandingcyberwar.org




Key Areas for Resilience and Critical Infrastructure
Protection: the case of submarine cable
infrastructures

Agustin Diaz-Pines, Deputy Head of Unit, DG
CNECTE.1

P

/ ;' 4 September 2024
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Relevance of submarine cable infrastructures

Security & resilience of infrastructures: complementary role of terrestrial, satellite and
submarine connectivity

Over 99% of intercontinental data traffic is carried through submarine cables

More than 60% of the international traffic transits through submarine cables not managed
by public operators

Since 2012: large non-EU providers investing in own infrastructures - strategic
dependencies

NATO Critical Undersea Infrastructure Coordination Cell aims at addressing the security
of submarine cables

European
Commission




EU Policy Context

2021 European Data Gateways Ministerial Declaration

2022 Council Recommendation on resilience of critical infrastructure

- Mandate for Commission to carry out study and present appropriate measures

Geopolitical and security situation in Europe, with several incidents on critical infrastructure during recent years

- Repeated calls from Member States & stakeholders for immediate action (e.g., Informal TTE Telecoms Council in Ledn (10/2023),
TTE Telecoms Council (12/2023))

2024 Commission Recommendation on secure and resilient submarine cable infrastructures

- Basis for dedicated Expert Group

2024 Report on the cybersecurity and resiliency of the EU communications infrastructures and networks (Nevers
Report)

- Relevant for deliverables of Expert Group

2024 White Paper on “How to master Europe’s digital infrastructure needs?”

- Longer term scenarios building on the work under Recommendation

European
Commission



https://digital-strategy.ec.europa.eu/en/news/digital-day-2021-europe-reinforce-internet-connectivity-global-partners
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023H0120%2801%29
https://spanish-presidency.consilium.europa.eu/en/news/informal-ministerial-meeting-telecommunications-24-october-leon/
https://www.consilium.europa.eu/en/meetings/tte/2023/12/05/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL_202400779
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A81%3AFIN

Commission Recommendation: Secure and
Resilient Submarine Cable Infrastructures

Scope

- Intra-EU and
International
connectivity

—> Cables but also
landing stations, repair
centres, ships for
deployment,
maintenance and
repair

National level actions:

- Promoting high
security level when
transposing NIS 2 and
CER Directives

- Mapping,
risk/vulnerability/
dependency
assessments, stress
tests

- Fast-track permit
granting

Follow-up: Expert Group, met first on 27 June

Union level actions:

- Consolidated mapping
and assessments

- Cable Security Toolbox

—> Criteria for Cable
Projects of European
Interest (CPEIS) as
potential mitigation
measure

- Coordinated Team
Europe approach
internationally

European
Commission



Connecting Europe Faclility (CEF)
Results from CEF Digital Global Gateways Calls 1 and 2

Call 1 Call 2 EU countrie ENE 2URS * 30 Projects
e €277 million
* Wide coverage

‘ * OTCs (Overseas Territories
P -

and Countries) and OMRs
(Outermost Regions)
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White Paper: How to master Europe’s digital
Infrastructure needs

* Pillar I. Creating the “Connected Collaborative Computing” Network (“3C

Network”)
 Pillar II: Completing the Digital Single Market

 Pillar 1ll: Creating secure and resilient digital infrastructures in Europe
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White Paper: How to master Europe’s digital
Infrastructure needs

Pillar I: Creating the "Connected Collaborative Computing” Network
("3C Network™):

« Large-scale pilots that set up end-to-end integrated infrastructures and platforms for telco cloud and edge
» Possibility of a new infrastructure-focussed IPCEI

« Different options in order to frame the massive investments required into a simplified and coordinated support
framework for a truly digital single market drawing on European and national, public and private investments (incl.

possibility to assign to the Smart Networks and Services Joint Undertaking (SNS JU) a coordinating role)

European
Commission
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White Paper: How to master Europe’s digital

Infrastructure needs
Pillar II: Completing the Digital Single Market

« Adapt regulatory framework: realise full potential of digital single market
rethink scope of application and objectives

ensure regulatory level playing field (equivalent rights and obligations for all actors and end-users of digital

networks)
 EU core network operators: leverage full potential of single market

application of a single set of rules (Country of origin)

change to access policy (EU wholesale access product; no markets for presumptive ex ante regulation)
» Spectrum: more integrated governance at EU level; more aligned authorisation and selection conditions
« Copper switch-off: measures to accelerate it by 2030

« Sustainability: all players to contribute to increasing transparency on the emissions related to service usage (e.g.

codecs’ performance labels)

European |
Commission
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White Paper: How to master Europe’s digital
Infrastructure needs

Pillar 1l Creating secure and resilient digital infrastructures for Europe

On submarine cable infrastructures:

» Reinforcement of advanced R&I activities for new fibre and cable technologies

Joint EU governance system on submarine cable infrastructures

Harmonised security requirements in international fora, potentially dedicated EU certification scheme

Delegated Act under the Connecting Europe Facility on CPEI list and related labelling system

Review of available funding and financing instruments, incl. possible equity fund

11 April 2024: Recommendation on Post Quantum Cryptography

European
Commission
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Next steps

 White Paper: Assessment of feedback (closed on 30 June 2024)

« Recommendation: Work within Expert Group (next meeting: Oct/Nov 2024)
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Improving the Resilience of
Power and Telecommunication y ,
Networks in Germany N

Westenergie AG - Dr. Stefan Kiippers - 4. September 2024



west

Content

1. Introduction and motivation

2. Definition of resilience

3. Key challenges in energy and information systems
4. VDE approach in Germany

5. How we do it at E.ON and Westenergie

6. Summary

Westenergie AG - Dr. Stefan Klippers - 4 September 2024 2



Introduction west

Digitisation and Energy Transition increase
co-Dependency of Power and Communication Grids

Smart Grid controls and services

o Yearly generated data I | ‘
___---..lIIIII

'\, '\ ’1' '\/ ’\/
S M e '\9 QY Ay

Communication

Private LTE 450

Private fiber grids
network network
{ e
T 2 ey )
l =_-r- o e /ﬂ\ Power grids
X 10* X 10° X 107 X 106 X 10’

Westenergie AG - Dr. Stefan Klippers - 4. September 2024 3



Definition west
Resilience in Power- and Information systems

The ability of any system to continue to:

I. Operate under adverse conditions or stress, even if in a degraded or
debilitated state, while maintaining essential operational capabilities; and

Il. Recover to an effective operational posture in a time frame consistent
with mission needs.

Based on: NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View

Westenergie AG - Dr. Stefan Klippers - 4. September 2024


https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf

Key challenges west

Climate change and cyber warfare pose growing
risks to the infrastructure we rely on

-;;-"v;f-Reu[ers World v Businessv Markets v Sustainability v Legal v Breakingviews v Technology v  Investigations

Russian spies behind cyber attack on
Ukraine power grid in 2022 - researchers

By James Pearson

(0] [aa][<]

Westenergie AG - Dr. Stefan Klippers - 4. September 2024 5



VDE approach in Germany west

Cross-industry experts have developed
recommendations to improve grid resilience

Key takeaways

' 1 Build awareness for increasing
O O e =l a ¥, mutual dependencies
: 4 il H‘:IJ‘ ) ‘Hﬁ - ‘
= ‘ Ll 4 e Think and act across sectors
X i 4 - andindustries
VDE £1G e
NOKIA wvbE I1G

Mehr Resilienz fiir die Strom- Consider potential disasters

und Kommunikationsnetze
in Deutschland (man made and natural)

er

@&lk TECHNISCHE technische universitat West
SELA

6/% UNIVERSITAT dortmund
99'~ DARMSTADT

zunehmenden gegenseitig

BERGISCHE
UNIVERSITAT

Systematically plan and implement

measures to address potential risks

Westenergie AG - Dr. Stefan Klippers - 4. September 2024 6


https://www.vde.com/resource/blob/2306880/6ac5b76601f7acb71c7cd38e6e0bdbea/neu-vde-discussionpap-resnet-exsum-english-final--1--data.pdf
https://www.vde.com/resource/blob/2299690/88d637bb024816edca55a20e3a5fc264/vde-etg-itg-ip-a4-resiliente-netze-01-2024-rz-web-data.pdf

west

Evolution of Power Grids and (Public)
Communication Networks

Source: VDE
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Westenergie AG - Dr. Stefan Klippers - 4. September 2024 7
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Key Trends for Power Grids and Communication Networks

Source: VDE
Power grids Public communication networks
= Growing demand for electrical power = Exponential traffic growth
= Transition to renewables. Decentralization = Broadband, small cells, optics, all IP, cloud
I = Digitalization, need for reliable comms = Reliable power supply needed I

Digitalization, Electrification, Energy Transition

= Reliable communication networks and electrical power grids are paramount for our life

= [ncreasing complexity and interdependency between communication networks and power grids

Climate change, cyber crime, geo-political challenges

= Natural disasters, cyber attacks, sabotage, (war)

= More “intertwined” critical infrastructures, power and communications are essential for all

I Is mutual interdependency an issue for network resilience*? I

* Resilience comprises the resistance of a system against faults/disruptions and its recovery afterwards
Westenergie AG - Dr. Stefan Kuppers - 4. September 2024



How we do it at E.ON and Westenergie

Our company-wide approach to rapid recovery

west

e | 2 3 4 Goal

Transparency

Q

Get to know all your
assets! To recover
implies, you know what
assets can be disrupted
in the first place.

“Know what you have
and where to look”

Classification

o

Once you know your
assets, you can
categorize them by
criticality. Which is the
most important, which is
negligible?

“Know what to
value the most”

Westenergie AG - Dr. Stefan Klippers - 4. September 2024

Business Continuity
Management

v

Based on identified and
assessed critical
processes, measures
(Business Continuity
Plans (BCP) / Disaster
Recovery Plans (DRP))
can be developed and
implemented.
Remember to check
these plans regularly!

“Know how long you can
survive without it”

Crisis Management
(Exercises)

Train the
implementation of the
developed plans in
realistic scenarios
repeatedly! On paper, a
plan might seem perfect.
Reality often proves
otherwise!

“Know what to do by
heart to act quickly”

Rapid Recovery

M

Unleash the resilience:

1. Identify the affected
assets (transparency)

2. Prioritize, which assets
need to be recovered
first (criticality)

3. Startto roll out the
developed the BCP/ DRP
(BCM)

4. Perform a Lessons
Learned and improve
the plans!



How we do it at E.ON and Westenergie west

Practical examples: Business Continuity
Management and Crisis Management

Mobile substations as part of our . .
) . Crisis Management (Exercises)
business continuity management (BCM)

Westenergie AG - Dr. Stefan Klippers - 4. September 2024 10
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/ Pract|cal example Categories of flood reS|I|ence in our
power grids

\ S b

ﬂ * Relocation of assets outside the HQextreme
/ Flood-proof through Flooding does | zone (flood every 200 years) -
. ensured
. location not occur * Placement of assets above the expected flood H
\ levels i
|
Flood-proof through Flooding is * Asset design according to IP68 |
. ensured . “ . ”
j technology permissible * Example streetlights “Hamburg Fischmarkt
£
. not ensured; * Automatic activation/deactivation of flood
Flooding is

no restoration zones
measures required ¢ Remotely controllable assets

Flood resistant defined

0 L not ensured; * No house connections in basements
Flooding is \ . .
Flood protected ) measures required ¢ No basement substations
| defined )
for restoration * Electrically disconnectable flood zones
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o Westenergle AG - Dr. Stefan Kuppers 4. September 2024
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MX\“ | 4 NALETS . Ty e Westene rgl e

WEEIG workmg together across
industries to tackle these
challenges.

4 We can improve resilience by
j NCreatmg transparency
g1  NClassifying our assets
N Planning
N Training
‘N Y o s £



Any Questions?

Thank you!

Westenergie AG - Dr. Stefan Kiippers - 4. September 2024
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