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We point the way to
SAFETY, SECURITY
UND SUSTAINABILITY.
Since 1893.
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We are over
130 years young
and one of a kind.

The VDE Association for Electrical,

Electronic & Information Technologies
can look back on a unique success story.

It was founded in 1893 with the goal of making

the world of electricity a safe one.

Our founding members include
Werner von Siemens

06/09/2024
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What is VDE?

Over more than 130 years

VDE has developed into a globally unique technology organization combining
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Science Standards Testing

under a single roof. Today, it is an internationally recognized powerhouse of expertise for all
issues relating to the electrical, electronic and information technology industries. Worldwide.
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Standardization at European and international level

Standards users
¢ National
R | o DKE working committees,

| Pondestegierung technical experts from
affected professional fields

I I I Standardization
Frankfurt activities
New S Agreement
ETSIE___ "\
Approach i &) CENELEC «—»

I I International

. . European
European Commission

DKE —
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Representing German Interests in
Electrotechnical Standardization Activities (as in 2023/02)

IEC CENELEC

24%? 17%! 36%!? 31%!?
54 secretaries 38 chairpersons 24 secretaries 21 chairpersons
B‘ Di
1.250 experts 550 experts NSO m';,e:éer
fi
>9,800 experts (-

1 Percentages relate to all chairpersons and secretaries in the IEC or CENELEC. D K E
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Climate Change / CO,-reduction

9/6/2024 © DKE - VDE Association for Electrical, Electronic & Information Technologies 10


https://stock.adobe.com/de/contributor/200392188/tryfonov?load_type=author&prev_url=detail

UN Sustainable Development Goals

@
SUSTAINABLE
T

GOALS
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The Energy Challenge

= The world needs more and more energy so that the
growing population can live in prosperity and security.

= We must reduce CO, emissions in order to survive.

» The quest for clean energy will create a huge economic
and technological boost - unlimited clean energy will be
the next driver of the global economy.

DKE —
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The Paradigm Shift —
Energy in the 21st Century

e .. N
From the age of fossil fuels...

© DKE - VDE Association for Electrical, Electronic & Information
Technologies
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The Paradigm Shift —
Energy in the 21st Century
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Levelized cost of generation

Trends in cost of energy (2010-2019)

Cost

5300 /megawatt-hour

$250

$200

- Offshore wind

Onsh&‘
wind \

5 10 20 o 100 =0 s 1,000
Cumulative installed capacity (gigawatts)

* In March 2021, Bloomberg New Energy

Finance found that "renewables are the
cheapest power option for 71% of global
GDP and 85% of global power generation. It
IS now cheaper to build a new solar or wind
farm to meet rising electricity demand or
replace a retiring generator, than it is to
build a new fossil fuel-fired power plant. ...
On a cost basis, wind and solar is the
best economic choice in markets where
firm generation resources exist and
demand is growing."

DKE —
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On the way to the
All Electric Society

The All Electric Society envisions a world in which regeneratively
generated electrical energy is economically accessible for everybody
as the primary form of energy, sustainably powering the growth of
our society.
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Challenges

Reliability &S
Outages could cost @} @m

USD 1.3 tn out to 2030 in EMDEs

Losses

Losses are costing \_E:\’_
80-100 bn USD/yr globally
Affordability & access

775 million without access g
in 2023 =

Network
challenges

50%; of grids are exposed to
fire weather >50 days/yr

13 bnin 2023, >25 bn by 2030

Increasing demand and New loads and storage
changing demand profiles :ﬁ‘ 340 million EVs
EMDEs >2600 TWh demand by 2030 \_ by 2030

€——— |mmediate ——> Future ———

IEA. CC BY 4.0.

9/6/2024 © DKE — VDE Association for Electrical, Electronic & Information Technologies
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From today's linear value chain in the energy system to a
network with various possible interactions

Energy System today:

Centralized and one-way, passive on consumer side

Central Power Plant

B

Iléﬁ§

Renewables Storage

s — R—. Industry

== \-
T ocoToo
= Mobility

E Infrastructure

Storage ‘—:’ 1—‘

~—]

> | T, Datacenter

Energy system changing increasingly to ,,System of systems*:

Multi-way, distributed with active prosumers and energy management

(57

L) |+ =='\_
Q@’ D &5 Central Power Plant ss-ss
Storage, Sector Mobility

coupling I Infrastructure

E’*leﬁ -~ /(':IJH?

Smart Factory E-mobility
D“H' / b ::OEE 35
Eoo B e
Renewables, / Smart Building
Stora
ge, local \ i
6& | n
)_f_\_ = @
= N 'H'J-—”i‘g
: D\, B [
Renewables, — mart Home
Power Plant, Storage —
S

IT, Datacenter

DKE



Sector coupling in buildings _‘C'j_

Other noteworthy
electrical consumers
in the building

Instantaneous
water heater

Air conditioning
Small wind turbine
CHP

PV, solar thermal
energy

Smart Home EMS

Useful coupling of electricity
production and consumption, with
charging and thermal management

I Energy Flexibility with electrical storage
Electricit Management (mobile/stationary) and thermal
. y System storage
grid
House connection Intelligent
metering system
Gas, district
heating
Water
Wallbox and e-car Heat pump or hot Stationary storage E Storage
water Water, heat

06.09.2024
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NIS 2.0 - Cybersecurity Threats

European Commission’s
Cybersecurity Package
Commentary in light of
recent sophisticated supply
chain attacks "

EUROPEAN COMMISSION PAPER

JUNE 2021

= 15 |essons learned and recommendations for

Improvement on the new EC Cybersecurity

Directive considering the implications of supply chain
attacks and other systemic risks for cybersecurity in the
energy industry.

With governments and businesses accelerating the drive
toward low-carbon economies, this year marks a unique
opportunity to build resilience into the energy transition by
design. Weathering future threats will be much easier and
more affordable if the electricity sector as a community
can take collective actions for cyber defense. We are
stronger together.

Leo Simonovich, Vice President and Global Head, Industrial
Cyber, Siemens Energy

9/6/2024
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https://www3.weforum.org/docs/WEF_Commentary_in_light_of_recent_sophisticated_supply_chain_attacks_2021.pdf
https://www3.weforum.org/docs/WEF_Commentary_in_light_of_recent_sophisticated_supply_chain_attacks_2021.pdf

Florida water treatment plant attack

» In February 2021, malicious actors tampered with a water treatment facility in Florida, US

» They accessed the Supervisory Control and Data Acquisition (SCADA) system, which enables the monitoring
and control of all peripherals (e.g., actuators and sensors) managed by it.

» The attackers exploited this access to change the chemical levels of the water supply.
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Accumulation

Adapted graphic from: Accenture

9/6/2024 © DKE — VDE Association for Electrical, Electronic & Information Technologies



] 0 Jln.hm

ey
e

e
|
1

A~
S’
/

1 01

“;"“‘;‘::;’\ ,:!JJ I ,: T EL TR ENEE
1””0' 110nwink°r0 10’11101 1011(

T i ‘1010‘101 1110 V120 iy

| ) \ |
0 - ) () ) t»m




Digitalization

and Smart Grids

SYNCHRONOUS

T Coal

+« Nuckear

+ + Natural Gas
* « Hydropower
© .« Biomass

E + Geulhermial
» « Solar

+ -« Wind

w

ASYNCHRONOUS

BULK GENERATION

Cyher

FLOW OF INFORMATION

Al and
MACHINE
LEARNING

Advanced Distribution
Mngmt System

TRANSACTIVE
ENERGY

PROTECTION
{0E, RELAYS)

END USERS

STEP-UP
- TRANSFORMERS

-

TRADITIONAL LOADS

-

¢ - Commercial

» - Residential

¢ Industrial

+ - Electric Vehicles

* - Smart Buildings
« Combined Heat

. and Fower (CHP)

+ - Distributed
Energy Resources

-

EMERGING VARIABLE
or

BIDIRECTIONAL LOADS

L—e €23 Microgids

STEPDOWN yd
TRANSFORMERS < hee

Demand-Side
Energy Storage

Transmission and
istribution

Physical

FLOW OF POWER

9/6/2024

Source: U.S. Department of Energy, Office of Electricity; ICF D K E
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Advanced Analytics and Al

Improving the performance

of current grids

Remote menitoring, control
and automation

Advanced grid
management

System protection

and restoration
Renewable resource
forecasting systems

Managing demand growth
and electrification

» Reducing the impact o
hy

Advanced distribution grid
_E\T management
E% | Smart EV charging
| Smart inverters
Demand-response enabled
appliances

I Virtual Power Plants

Improving access and
affordability

* Reducing barri

Better planning for access

Digital platforms and operations
Digital payments

@/K )

grids

Preparing for the data
revolution

+ Improving data governance
+ Leveraging full benefits of data

l Mational data frameworks
l Regulatory innovation
l Data management

Preparing for the future
= Improving resilience
= Impreving energ

Gnid infrastructure digital
records

l Resilience planning

| DER forecasting

Multi-scale and
multi-objective planning

m
b

9/6/2024
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Digital solutions to tackle short- and long-term network
challenges

Short-term network challenges Long-term network challenges

© Changesindemand © Intermittency
© Data management © Capacity constraints
© Resilience © Reverse power flow

© Outages © Balancing costs
© Reliability © Power quality issues
© System losses © Lack of visibility
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Embedded sensing, Automated [l Enhanced design Distributed
automation and real time [ and predictive generation and
control optimisation [ monitoring demand response
© Remote monitoring, © Optimise power l © Improved network © Registration and
control and flow and quality | design dispatch for DG
automation © Real time | | © Predictive © Automated
© Fault analysis and preventive action | monitoring demand response
response |
|
IEA. CC BY 4.0.

Note: DG = Distributed generation.
Source: World Economic Forum, Accelerating Smart Grid Investments.

DKE
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On the way to the

All-Electric and Connected Society

Use case: Sector coupling

= Energy efficiency

= Balancing of generation
and consumption

= Flexibility thanks to
energy storage and
consumers

9/6/2024
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A future-proof living — Smart Energy

Digitisation & Building

Automation Energy efficiency

= Every grid connection point » Self-optimisation and self-
must be digitised regulation of energy

» Future-proof electrical consumption and generation in

infrastructure 4 the Building/Quarter (PV,
= Smart energy management \; storage, electromobility, heat
systems & generation)

Anyone can trade energy

= Decentralised path: energy and
power trading made possible by
digitalisation

= Centralised path: CO2-free energy

DKE
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Data spaces and data infrastructures

State of the art

Firstly, a data spaces does not require any physical integration of
the data; instead, the data is stored in a distributed manner. A
data space is therefore based on a distributed data storage
architecture.

Secondly, a data sapces does not provide for a common
database schema; instead, the data is integrated on a semantic
level, preferably using vocabularies.

Thirdly, a data spaces supports the networking of data based on
linked data concepts that are clearly identified and linked to each
other in a coded manner.

Finally, data spaces can be nested and overlapping. This also
means that data space participants can make their data available
in different data spaces and that data can be shared between
data sapces.

Integration architecture for data

infrastructures and data ecosystems

Okosystem
Mobilitat - -

Mobilitatsdatenraum |
(Shared Digital Twin) \
| -
| e :}' S L aesm
:}_ " / 0001001 :},

IDS-Software
Infrastruktur

| Broker- T
; ,/"'/\\, ~ 3

— / e -
\ﬁrLﬁ—:‘r_—-’— ——— iy

Smarte Services

Datenobjekte

IDS Connector

~| -~ N e
- P — =

Quelle: https://link.springer.com/article/10.1007/s00287-021-01386-4/fi 1

06.09.2024
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https://link.springer.com/article/10.1007/s00287-021-01386-4/figures/1

Q int:net

the Energy Transition

A common European approach

Common European data spaces

Rich pool of data

(varying degree of
accessibility)
R 5 421
O & Q@
Free flow of data Industrial & Public
across sectﬂors and Health Manufacturing Agriculture Finance Mobility Green Deal Energy Administration Skills
countries

Full respect of GDPR

—Technical tools for data pooling and sharing — Sectoral Data Governance (contracts, \
—Standards & interoperability (technical, licenses, access rights, usage rights)
Horizontal semantic) — IT capacity, including cloud storage,
framework for data 3 s
govemance and data processing and services

access

Gemeinsame europaische Datenraume (Bild: VDMA e.V.)

DKE —
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Theory of Change

Security
-------------------------- WORLD
S g Wl _ ____ _@gp _____ e TS e ENERGY
Implicit Theory of Change i councit
7 Unansweredquestions? (the “How"?) .- 1. Effects of insecurity, Equity  Sustainability
Dominant assumptions discontentand vision?
’ Societal Case
Net Zero Goal Solar(or Wind)
§ ; n Electrification
. e tructure of energy system & mix ; i
1. Role & which policies - Reduce (Oil, coal through gas & hydrogen) \ Consumer’ e
: (lead/ support?) - Remove/ Replace (Electrification) onsumers
H - Remove (CCUS) behavioral change
¥ Coal & oil reduction!
Political Case Efficiency & battery storage
Net Zero Agenda "

Policy (regional Markets & Innovation &

& national) \ Investment Technology

Global Governance / 4. Industrial transformation Wind, solar, gas & hydrogen /
(e.g. power, building, transport)
& Norms g A g

Nuclear ,,v' 5. Innovation systems?
Net Zero Imperative P

3. Investmentmodalities? .__ 9%

.9 Govemnance model(s)? . P AN

(Global, regional & national)

9/6/2024 © DKE — VDE Association for Electrical, Electronic & Information Technologies
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Stronger together!

» For a secure and future-proof = Call to Action: It is crucial that
electricity grid, digital, flexible, all stakeholders — from
and resilient solutions, regulators to providers to
supported by appropriate consumers — actively
regulatory frameworks and participate in shaping the
technological innovations, are grids of the future.
essential.

DKE —
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The emerging Al standardization
ecosystem in Europe

European Future Technologies Summit
EUREL Young Engineers

Dr Sebastian Hallensleben

Head of Digitalisation & Al at VDE e.\V.
Chair CEN-CENELEC JTC 21
Co-Chair Classification & Risk Assessment OECD ONE.AI

2024-09-02

Largest engineering
association in the EU

Research — Application
Safety/Performance Testing
Standardisation




Global three-tier standardisation landscape

Allgemein Elektrotechnik Telekommunikation

g /\ In-ter-

Inter ational Standar@ Blional Electrotechnical International Telecommunicafio national

Union

EWH

Organization Commission

New /\

A == Legislative

ité Européen de European Telecommurgc
Framework

Standards Institu

DKE

Deutsches Institut fur Normung Deutsche Kommission Elektrotechnik Elektronik Informationstechnik
in DIN und VDE

Deutsch-
land

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com



Standardisation request of the EU

European  standard(s) and/or  European
standardisation  deliverable(s) on sk

management system for Al systems

European  standard(s) and/or  European
standardisation deliverable(s) on govemance and
quality of datasets used to build Al systems

European  standard(s) and/or  European
standardisation deliverable(s) on record keeping

through logging capabilities by Al systems

European  standard(s) and/or European
standardisation deliverable(s) on robustness

specifications for Al systems

European  standard(s) and/or  European
standardisation deliverable(s) on fransparency
and information provisions to the users of Al
systems

European  standard(s) and/or  European
standardisation deliverable(s) on cybersecunty

specifications for Al systems

Furopean  standard(s) and/or  European
standardisation  deliverable(s) on  human

oversight of Al systems

European  standard(s) and/or European
standardisation  deliverable(s) on  quality
management system for providers of Al systems,
including post-market monitoring process

www.linkedin.com/in/sebastianhallensleben

sebastian.hallensleben@vde.com

10.

European  standard(s) and/or European
standardisation deliverable(s) on conformity
assessment for Al systems




CENELEC

Architecture of standards in response to

the EU standardisation request
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ing Groups

—————

—— FE—EL:W

= WG1: Strategic Advisory Group

» WG2: Operational Aspects

= WG3: Engineering Aspects

» WG5: Cybersecurity

(in collaboration with ETSI, ENISA and CEN-CENELEC JTC13)




How can we build solid European harmonised standards in ~ 2 years
(instead of 3-5 years)?

= Adopt or Adapt from ISO/IEC; Collaborate with ETSI
(where available)

= Adapt from other standardisation and similar organisations,
e.g. IEEE, IETF, W3C, OECD, GAIA-X, BDVA, ...
(where available and legal)

= Build on research and open consortial specs
(where available)

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com



How stakeholders participate in JTC21

» Through national Al mirror committees

» Through Annex 3 organisations

{1 Py
= Indirectly through liaisons ’

including other technical committees, ast<°3on., .nN.Ec

Organisation for Standardisation

=SYNDICAT @
~EUROPEAN
=TRADE UNION

= Through ETSI
Mode 4 cooperation in place, including (but not limited to) cybersecurity

= As Observers
e.g. Japan, Canada, ...

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com 8



Complementing the EU Al Act:
What else is needed beyond the scope of the EU Al Act?

Unacceptable risk
e.g. social scorin

- -
[
T e or R - o
LI, ==

Al Governance
Ecosystem

VDE

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com



Completing the European Al ecosystem

Compliance

= |

Al Act = I

= ]

“Ecosystem : i

of Trust” i_ Harmonised Standards |

(HLEG) T
Focus: risk
mitigation

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com
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Completing the European Al ecosystem

“Ecosystem
of Trust”
(HLEG)
Focus: risk
mitigation

Compliance

Al Act =

Harmonised Standards

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com

Competitiveness



Completing the European Al ecosystem

“Ecosystem
of Trust”
(HLEG)
Focus: risk
mitigation

www.linkedin.com/in/sebastianhallensleben

Compliance

Al Act

Harmonised Standards

VDESPEC 90012
Positive Al framework

IEEE 7000/8000
Al Vierify?

sebastian.hallensleben@vde.com

Competitiveness



Completing the European Al ecosystem

“Ecosystem
of Trust”
(HLEG)
Focus: risk
mitigation

Compliance

Al Act =

VDESPEC 90012

Positive Al framework

Harmonised Standards

IEEE 7000/8000
Al Vierify?

ooioom Dooooom
Accountability Fairness
noelom oonnm
Reliability

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com

Competitiveness



Completing the European Al ecosystem:
Al Trust Alliance

“Ecosystem
of Trust”
(HLEG)
Focus: risk
mitigation

Compliance Competitiveness

rs -
Al Act =

Harmonised Standards

Al Trust Alliance

D:mﬁtm
G VDE ¢ IEEE

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com



4 tracks of collaboration

Measuring the characteristics of
products/organizations/people
(Specifications)

Communicating characteristics
(Labels)

(Certification, Auditing paths)

Implementing the label and achieving good ratings
(Tools, Automation, Training)

t? Proving that standards are followed and labels are justified

15



Al Trust Alliance: current stakeholders in the discussions

VDIE

Wm0

Alv
Qd AOdma AIQ  ALLAL  AtoS @ BOSCH
= Citadel AI @MS

/@
Y Hugging F .y W
law-tax-future ugg g ace &ZW

malakoff
EOREAL humanis
v SWISS &
NAVAL SIEMENS sopraJsteria Q sy
orange

. INITIATIVE SLIStEII' X
swisscom e
|NFOCOMM
@Als , I l \d EVELOPMENT E*“*R* E*I-
AUTHORITY

Canvenion ofNatana Associations of ElctialEngineersof Europe
A V ERIFY

* FOUNDATION

OECD Al

* X %
* *

P : g
P!\(ﬂ jatory *****
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Beyond implementing the EU Al Act and European Al standards:
What else is needed?

Al Trust Alliance: current stakeholders in the discussions

voe [ <¢EEE G

I ad  Adma Ale ALLAL AteS E i BOSCH H I

I:' B citadel AT cMs S HuggingFace ooz, e OREA z
B
it NAVAL ! SIEMENS  sopralsteria Q B - Systein
: swsisscam
ISEEEEE |
- L AIST N ES- BIREL P - 4]
ESEEE: 4

Ach A

Al Governance
Ecosystem

VDE

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com



Allgemein Elektrotechnik Telekommunikation

DDG for \%
Responsible . > L

\g' Inter-
OECD BCUSISeStS Inter ational Standar@ A .
onauc

Blional Electrotechnical International Telecommunicafio national
Organization

Commission Union

AR VN H
Islative [
ité Européen de European Telecommurgc
mework

Standards Institu

DKE

Deutsches Institut fur Normung Deutsche Kommission Elektrotechnik Elektronik Informationstechnik land
in DIN und VDE

Deutsch-

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com 18



G u I d el I n eS for M u Itl n atl O n al Enterprlses OECD Guidelines for Multinational Enterprises on
on Responsible Business Conduct Responsible Business Conduct

Human Rights

G
N
&
&

= Existing enforcement mechanism

= OECD ONE.AIl Expert Group on Al Risk
& Accountability is working towards
adding a chapter on Al Governance

» Points to broad range of existing Al
risk management standards and P TOR
frameworks for practical .|
implementation, including NIST RMF,
ISO 31000, IEEE 7000, IEC Guide 51, ...

@) OECD

www.linkedin.com/in/sebastianhallensleben sebastian.hallensleben@vde.com 19



Al Governance

Ecosystem

Let us assume that comprehensive Al governance
through regulation and standardisation will be in place:

Al Trust Alliance: current stakeholders in the discussions

vDE IEEE (@

ad  Adea AIQ ALLAL  ALeS @ ) BOSCH =
T CMS & wuggiegRae ool ve  voms T I
NAVAL ! SIEMENS  soprasteria “_sm ey 51,,,,-,,,;-

aaisT WEs- erel g BB ©
[ CHA A A

@) OECD
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Responsible Business Conduct
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Al Trust Alliance: current stakeholders in the discussions

risk
.4, socil scaring

High risk

5
i,

T SlEE G
L exuve
e ‘ b Y ad Ada Ale aua. Ates [ @ I
= Al cMS ¥ MuggingFace AT OF L e
: ] — + ledam e vOREAL T
= = NAVAL ! SIEMENS  soprasteria w@ TR syten

EUREL B c

T AIST ||
Al

@) OECD

Al Governance
Ecosystem

+

¥ guaranteed lo belong
to a physical person
singular in a
given context

(perceived)
"

Bajc

behavioural clues

TR-03110 / elDAS tokens $

On top of EU ID -

Trust Estimation

consistency with
prior knowledge

(.Does not lie")

tal Trust

Ecosystem

trusted,
s, (2) Good judgement / technical expertise
human (.Filters information competently and critically") certificatiogy a
|t O DU | PR trusigl orginisation
1 e soveraignty
= — e 12 ¢ o commerl eniios) _ (3) Confirmed identity
UL, J I anonymity ¥ "One person, one vote” — ':“5':"("" " (s who s/he says s/he is")
c) possilycat | Je_realnames | | IY X ~Gne person, one vaiee" (indirect trust)
or clone 0sie v stail bkl fusers
. o Anton — : i S:;;:;sad blacking of users WANT to trust
T aniss
M " . . organisstional
D identity ! identity s redibility
public protected

www.linkedin.com/in/sebastianhallensleben

Digital Trust Convention 15th November 2024 @OECD, Paris

21



9
£

European Future Technology Summit Brussels 2024

How can European Standards strengthen the

Resilience of European Power Networks and Grids?

Elena Santiago Cid, Director General, CEN and CENELEC

3 September 2024



Who we are (E CENELEC

» CEN and CENELEC are European Standards Organizations (ESOs) together
with ETSI, recognised as European Standards Organizations (Regulation EU

1025/2012)

WTO /RTERN
_ ] —_— Iso INTERNATIONAL
principles N
e — F“: BENELEB EUROPEAN

S 5 _ sV
i || Qe 43 National standardization bodies
S = = = S and National Committees in 34 NAIREREEAL
@ dor CL w5 @ countries
N | $ (-

Industry, other stakeholders,
standards' users
3 September 2024

© CEN-CENELEC 2024 Elena SANTIAGO CID


extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:316:0012:0033:EN:PDF
extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:316:0012:0033:EN:PDF

An inclusive system

» Based on the national
delegation principle

» Representing a consensus
among all interested parties,
including industry & SMEs and
societal stakeholders

» Voluntary

» Developed by independent
organizations distinct from
authorities

» A continuous dialogue for a
bottom-up + top down
approach

© CEN-CENELEC 2024

Elena SANTIAGO CID

B e
National Standardization Affiliates
Bo?s
I O

Technical Bodies (*) Working Groups Sub-Committees

3 September 2024



The strength of European standards (Et‘, CENELEC

European Standards (ENs)

Strengthen the Single Market

Reinforce the EU position in the Global Market
Support the digital and green transition

Help scale up technologies

Support the resilience

(re-industrialization) of the European economy

vvvyvVvyyVvyy

CEN and CENELEC are committed to
deliver the standards for the green
transition (and beyond)

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



CEN and CENELEC's global approach

» Primacy of International Standards: where
possible, 1 single global solution

» Avoid duplication of work at International and
European levels

» Ensure rational use of available resources

» Contribute to solving global challenges (such as
climate change)

» Access to global markets (focus on priority
regions)

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



CEN and CENELEC PORTFOLIO - Q2/2024 [E CENELEC

European Technical Technical Workshop Guides
Standards Specifications Reports Agreements
786 898 376

CEN and CENELEC Standards in relation to international standards:

35% of CEN Standards aligned with ISO
81% of CENELEC standards aligned with IEC

(*) Excluding CRs and ENVs

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



CEN and CENELEC Strategy 2030 55 CENELEC

Vision
Building a safer, more sustainable and competitive Europe through European and International
Standardization.

STRATEGY Mission

2 03 0 Through our stakeholder networks, we create consensus-based standards in order to generate trust,
CEN & CENELEC fulfil market requirements, enable market access and innovations for a better, safer and more
sustainable Europe

d Goal 1: EU and EFTA recognize and use the strategic value of the European standardization
system

O Goal 2: Our customers and stakeholders benefit from state-of-the-art digital solutions
ﬁ Goal 3: Increase the use and awareness of CEN and CENELEC deliverables

Goal 4: The CEN and CENELEC system to be the preferred choice for standardization in
Europe

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



Standards for energy: (Geo)political challenges {E CENELEC

» Energy: at the crossroads of Europe’s
geopolitical ambitions and (many!)
policy objectives

Green Deal
Industrial Plan

Digitalization of
Energy Action Plan
((‘év)

Next Generation EU

» To improve energy security, ensure @*
reliable supply and meet climate Net Zero Act
objectives:
» Massive investments in clean and European

Twin
Transition

energy efficiency
» Fully integrate renewables into @  RePowertu
resilient grid
» Increase the resilience of energy 3
networks CSRD & CBAM

» Develop standards which are
essential to deploy technologies fast

» Objective: Shift towards an "All
Electric Society"

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024 9



The All-Electric Society: a vision for the future

» Vision: meet energy needs entirely based on renewable electricity
sources

» How? Electrification, digitalization, and automation of all sectors of the
economy and society

» Current initiatives to coordinate work on AES:

» At CEN and CENELEC: CLC/BTWG 176-3 ‘All-electric society coordination’ (with
DKE Secretariat)

» At international level: IEC/SG 14 (SG = strategic group) ‘All Electric and
Connected Society (AECS)".

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



The European integrated energy infrastructure {E CENELEC

» Commissioner Sefkovic led Need for consistent & coherent
initiative approach to policy & standards
» Coordination between CEN,

NS RUCTUR B ES

CENELEC, E.DSO, ENTSO-E, DG

GROW, DG ENER & industry
(T&D Europe, Europacable,
Orgalim etc)

» Incorporate recommendations
from High Level Forum WS 9
‘Green Electricity System’

» Engage all relevant Technical
Committees

© CEN-CENELEC 2024 Elena SANTIAGO CID 6 September 2024 11



European standardization work for Energy [E CENELEC

Electrical network

EN IEC 61850 ‘Communication networks and systems for power utility automation’ pave the way
for the use of a variety of digital technologies relating to smart energy and the integration of
renewable energies and distributed energy resources (DERs) within the electrical network.

Electricity security
CLC/TC 8X ‘System aspects of electrical energy

supply’

Artificial Intelligence
CEN-CLC/JTC 21 - Artificial Intelligence (AI)

Our partners: the European Distribution
System Operators (E.DSO) and the European
association for the cooperation of transmission
system operators (ENTSO-E)

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



Focus: Smart Grids deployment

TCs involved: CLC/TC 8X 'System aspects of electrical

energy supply’, CLC/TC 64 ‘Electrical installations and

protection against electric shock’, CLC/TC 13 ‘Electrical
energy measurement and control’

+ 300 Standards that support the deployment of
smart grids in Europe and that enhance the upgrading
of the energy system

CEN-CLC-ETSI Smart Grid Coordination Group (SG-
CQG)

Strategic relevance: CEN and CENELEC Participate
to the HLF WorkStream 9 ‘Green Electricity Systems’

Contributing to the Grid Action Plan (COM(2023)
757 final): adopted to ensure electricity grids will
operate more efficiently and will be rolled out further
and faster

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



Future Challenges

© CEN-CENELEC 2024

5% CENELEC

For standards to help ensure the resilience
of Europe’s power networks, there are still
gaps that need to be addressed:

» Need for harmonization across national systems
» Strategic alignment and planning

» Link research, innovation, and standardization

>

Importance of consistent policy, clear standards,
and interoperable solutions

v

Role of standardization experts in contributing
to legislation

» Need for coordination of European efforts at the
international level

» Bottom-up approach: Wide participation of
stakeholders needs to be encouraged!

Elena SANTIAGO CID 3 September 2024



Conclusions [E CENELEC

» The European Single Standard
Model is a unique asset to:

achieve energy security
increase energy independence

within the Single Market

» standards are instrumental to
achieve technological & industrial
competitiveness

» Europe must be influential and lead
on topics of strategic relevance,
such as the resilience of our
energy system

© CEN-CENELEC 2024 Elena SANTIAGO CID 3 September 2024



2 cepeLec

Thank yow

WWww.cencenelec.eu

rotowus: [ [ [

Tag us @standards4EU

Elena SANTIAGO CID
Director General, CEN and CENELEC

© CEN-CENELEC 2024


https://www.facebook.com/CENCENELEC
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https://www.youtube.com/user/CENCENELEC/featured
https://twitter.com/standards4EU

NUCLEAR POWER AND ENERGY STORAGE:
PILLARS FOR EUROPEAN ENERGY RESILIENCE

JACEK NOWICKI, PH.D. (EL. ENG.)

NATIONAL ATOMIC ENERGY AGENCY, POLAND
ASSOCIATION OF POLISH ELECTRICAL ENGRINEERS (SEP)

EUROPEAN FUTURE TECHNOLOGY SUMMIT (EFTS)
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UNFORTUNATELY, OUR WORLD IS NOT PERFECT! (#1)
GLOBAL ACCESS TO ELECTRICITY
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Access to electricity, % of the population, 2017
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llustration source: World Bank



UNFORTUNATELY, OUR WORLD IS NOT PERFECT! (#2)

Global atmospheric carbon dioxide compared to annual emissions (1751-2022)
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ENERGY MIX CONSIDERATIONS - EUROPE AND WORLD



ELECTRICITY PRODUCTION - 2022 - EUROPE (20 COUNTRIES SAMPLE)
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ELECTRICITY PRODUCTION
MIX - 2022 - EUROPE (20
COUNTRIES SAMPLE)

Europe is worldwide leader in all kinds of
renewables and strong in nuclear generation.
France >60% nuclear..

Some countries are already practically CO2-free
(Norway, Iceland).

In many cases natural gas replaced coal (Italy,
UK, Spain, Netherlands).

Most painful situation - countries still
depending on coal: Poland, Germany, Bulgaria
and Czech Republic.

Power generation plants:

[ nuclear [ wind (onshore and offshore)
Il coal (hard and lignite) solar (PV and other)
gas I biomas, biogas, waste
B oil B viomas, biogas, waste
B water (all types) 1 other
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ELECTRICITY PRODUCTION - 2022 - EUROPE (12 COUNTRIES SAMPLE)
b) i

Poland (for comparison) [ 178
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China. | —— B4
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ELECTRICITY PRODUCTION MIX -
2022 - WORLD (12 COUNTRIES
SAMPLE)

= Fossil fuels are still dominant: coal and
natural gas.

= |n general share of renewables is small
comparing to Europe.

= Nuclear not exceeding 20% even in such
,nuclear’ countries as Unted States or
Canada.

= China and India develops nuclear, but in
paralel heavily invest to coal-fired plants.

= Middle East goes nuclear following
Emirates (now also Turkey, Egypt and
Saudi Arabia).

.. 9DE

T

Canada

Iran Japan

d

South Korea

5% 500\ 5%
o

45%¢

Russian Federation  United States Turkiye United Arab Emirates
Power generation plants:
[ nuclear [ wind (onshore and offshore)
[l coal (hard and lignite) solar (PV and other)
gas [ biomas, biogas, waste
B oil B biomas, biogas, waste
[ water (all types) other

Graphics: Jacek Nowicki — own work



POWER SYSTEM
ENERGY

TRANSFORMATION

From centralised to
dispersed.

CO,free.

Elimination of fossil fuels in
generation.

Development of renewable
generation.

Development of networks
in transmission in
distribution to accomodate
dispersed generation.
Energy storage to be
developed on each level of
generation (power utility,
industry, individual user).

STAYING BIG OR GETTING SMALLER

Expected structural changes in the energy system made possible by the increased use of digital tools

esterda

il
Bl @~ I‘ 7

few large power plants

o

g “

many small power producers

.‘s\lz'*}%@?

centralized, mostly national

ONED)
OND)

based on large power lines and pipelines

top to bottom

o3 ¥t

passive, only paying

—7a

decentralized, ignoring boundaries

including small-scale transmission and regional
supply compensation

vk =T

both directions

Pt

active, participating in the system

D)

O-)

D)

® ENERGY ATLAS 2018 / 450CONNECT

CCBY 4.0
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RENEWABLES, POWER SYSTEM STABILITY AND ENERGY STORAGE
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HUGE PORTION OF RENEWABLES IN ENERGY MIX
— QUESTION OF INSTABILITY

Electricity generation in Germany in week 34 2020

Residual load Solar Renewable share

‘ ' "«,\
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DUCK CURVE

The Duck Curve refers to a
graphical representation of
electricity demand from the
grid on days when solar
energy production is high
and demand in the grid is
low. When plotted on a
graph the lines and curves
form a distinctly duck-like
shape.

Essentially, the Duck Curve
represents the potential for
power system instability, as
the grid attempts to cope
with extreme changes in
demand across different
parts of the day.
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Source: https://www.synergy.net.au/Blog/2021/10/Everything-you-

need-to-know-about-the-Duck-Curve

12




ENERGY STORAGE: VARIOUS TECHNOLOGIES AVAILABLE

Discharge time at rated power

1year -

Technologie
Power-to-Gas

- metan (CH4)

- amoniak (NH3)

1 month -
Power-to-Ga
Heat Energy Storage
1day | Magazyny energii cieplnej Technologie
——— cl Power-to-Gas
Electrochemical - wodor (H2)
Batteries
1hour |
A Rodzaj magazynu energii:
/ | EL - elektryczny
y ME - mechaniczny
i EC - elektrochemiczny
. CH - chemiczny
1 minute ) CI - energii cieplnej
;0(\
WO ¢ &
('\\‘9 (\6 CAES - ang. Compressed Air Energy Storage - magazynowanie sprezonego powietrza
P & LAES - ang. Liquid Air Energy Storage - magazynowanie ciektego powietrza
1 second o~
1 L 1 [ 1 1 1 1 1 1
1 10kWh 100 1 MWh 10 100 1GWh 10 100 1TWh 10 100
kWh kWh MWh MWh GWh GWh TWh TWh

Capacity of Energy Storage
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NUCLEAR POWER IS BACK

14



NUCLEAR POWER: CONTROVERSY SINCE 1970S

A WIDESCREEN PRESENTATION

CHINA
SYNDROME

SOMETIMES IT'S TOO LATE TO TELL THE TRUTH...

Danish activist Anne Lund designed ,The China Syndrome’ - American disaster thriller
the “Smiling Sun” logo in 1975 (image film directed by James Bridges. Movie released on
license: GFDL, image credit: OOA March 16, 1979, less than 2 weeks before Three
Fonden, WISE) Mile Island accident (image credit: Columbia)

15



NUCLEAR POWER IS BACK:
KEY DECISIONS OF EU PARLIAMENT IN 2023

= After the aggression of the Russian
0 Federation against Ukraine in early 2022.
Europeans realized that the issue of access
to energy resources from Russia, especially
natural gas, could become the subject of
political and economic games overnight.
= The preliminary draft of the Zero Emission
Industry Regulation presented on 16 March
2023 listed nuclear energy as a means of
decarbonising the economy. Eurﬂpea n Parl iament
= The European Parliament’s change of
attitude was crowned by the inclusion of
nuclear energy in the group of ,green
technologies’ in November 2023.

16



NEW NUCLEAR POWER TECHNOLOGY - WHY IT CAN BE STILL
ATTRACTIVE?

Mature - 70 years of experience.
Practically CO,-free.

Limited space requirements (not more than conventional plant of similar rated
power).

High availability and effectiveness.
Long lifetime: plants in current technology are expected to operate min. 60 years.

Practical independence on regular fuel transport (single fuel load for 18 months in
PWR).

Suitable for heavy industry applications: steel, chemical, petrochemical, hydrogen
production.

New applications: large data centers and Al electrical supply.
Considerably safer than nuclear plants 2nd Generation built in 1970s and 1980s.

17
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KEY TO NUCLEAR SATETY => PASSIVE SOLUTIONS

Passive systems designs rely on natural forces to cool the reactor and add water:

= @Gravity (elevated water reservoirs);

= Buoyancy;

= Stored energy sources (for example compressed N2).

Can include natural circulation based primary loop.

= Hot water rises from core, transfers heat to heat sink, cool water returns to core.

Can supply safety-injection water, perform core and containment cooling and other
functions.

Passive safety systems contain no pumps and can include valves that are operated by either
air pressure or Direct Current (DC) electric power from batteries, check valves actuated by
the pressure differential across the valve or even squib valves operated by micro explosive

charges,
18



AP1000 - PRESSURIZED
WATER REACTOR (PWR)

- PRIMARY CIRCUIT

Generation 3+ PWR
(Pressurized Water
Reactor).

6 units operational:
Sanmen units 1, 2 and
Hayiang units 1, 2 in
China plus Vogtle 3 and
4 in USA.

Pattern for Chinesee
CAP1000 reactor
intended for numerous
sites in China.

Graphics: Westinghouse Electric
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AP1000 UNIT-
PASSIVE
SAFETY
SOLUTIONS (#1)

IRWST

Use of passive technologies
allows for a radical reduction
in the number of safety-
related systems requiring AC
power (onsite or offsite).

ADG

Dapressurization

Pressurizer

RY

Graphics: Westinghouse Electric
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AP1000 UNIT- Emergency | ‘ V|- Passive containment cooling water

PASSIVE containment water storage tank (PCCWST)

SAFETY cooling system

~Polar crane

SOLUTIONS (#2) R p— / i
r "l 4 h & B W ‘ -
intake e 7 9 Air ( :
intake !
External steel- o
concrete sandwich obigdvi votnego
shroud

In containment refueling
water storage
tank (IRWST)

Graphics: Westinghouse Electric

Steel

containment

Reactor cavity 1



JUST SOME EXAMPLES...

22



BARAKAH, UNITED ARAB EMIRATES

Status: Operational (4 units)

Primary contractor: KEPCO — KHNP, South Korea
Technology: KHNP APR-1400 — South Korea ’
Rated power: 4 x 1345 MW =

Start of operatlon (Unlts 1 2374_) 2020, 2021 2022, 2024

'l

23



VOGTLE NPP UNITS 3 AND 4, GEORGIA, USA

e

Status: operational (Units 3 and 4 + 2 older Units 1and 2)
Primary contractor: Westinghouse-Bechtel

Technology; Westinghouse Electric AP1000

e = M

Capacity: 2 x 1117 MW net. (Units 3 and 4)
Start of operation 2022-2024.

24



" v

LUBIATOWO-KOPALINO NPP, POLAND | ) 7

PR T *--‘*-""'m_ - e

Status: 18-monthﬂsrdesign phase

Primary contractor: Westinghouse-Bechtel
Technology: Westinghouse Electric AP1000
Capacity: 3 x 1117 MW net.

Scheduled operation start: 2033-39

© Polskie Elektrownie Jadrowe



AKKUYU NUCLEAR POWER PLANT - TURKIYE

x

The Akkuyu Nuclear Power
Plant will consist of four
VVER-1200 units.
Construction began in
2018 and is already well
advanced.

Planned first unit
comissioning 2025.
Akkuyu NPP will cover 10%
of Turkiye’s electricity
demand.

26



CLEAR POWER PLANT, EGYPT

e El Dabaa Nuclear Power Plant is being built in the Matrouh province on the
Mediterranean coast, about 320 kilometers northwest of Cairo.
The project is based on the use of Russian pressurized water reactors of the

VVER-1200 type supplied by Rosatom.
The turbine part is supplied by the French General Electric plant in Belfort.

Construction work on the first unit began in 2022.




| .‘\ V
SIZEWELL—C UNITED KINGDOM - /;

Jg,n the UK, the construction of the Hlnkley Point C (HPC)-nuclear power plant on the
south coast of England with'two EPR-units'is very advanced. Expected commision
date:2029-31.The flrst of them is t@‘ be Iaunched in-2026. Another mvestment isin

‘\



CHINA - 22 NUCLEAR UNITS IN CONSTRUCTION

gEISEL L

Muclear Power Plants in China

= As of February 2023,
there are 55 operational

_ " units in Chinese nuclear

’ e pOWer plants with a

Heilongjiang

E!»equng

 Hebei S — Haixing

Shmg o B Shidaowan capacity of 57 GW.

T Haiyang

T';::;; = 22 units with a capacity of
hu' ) 24 GW remain under
g — Qinshan-Fangjiashan .
-, Sanmen COﬂStFUCtIOﬂ.
Taohuajang A = 70 units are planned with
L a capacity of 88 GW.
& Operating Bailong i v
i == e o
® Under construction Fangchenggang — Yangjiang = ; ! Zhangzhou
© Planned Changjiang *“’f@?ﬂ HETms Lufeng (Shanwei)

Source: World Muclear Assccration Taishan Daya Bay-Ling'ao 29



NEW IDEAS ARE COMING UP...

30



NUCLEAR POWER: ELECTRICITY, PROCESS HEAT AND HYDROGEN PRODUCTION

Next Generation Electricity to grid
Nuclear Plant

Substation ==

P,
(o)
C‘ess /7,

Hydrogen

Heat Exchange:‘r
=S 1 Production

LN

Graphics: Idaho National Laboratory,
Graphics: Idaho National Laboratory,
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RENEWABLES, NUCLEAR AND HYDROGEN POWER

__ Hydrogen
2\ Vehicle

Conventional Storage
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Upgrading
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Power
Generation
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Hydrogen
Generation
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Electric Grid
Infrastructure
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Other
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SMALL MODULAR REACTOR CONCEPTS (=<300 MW)

= Transportable modules (by road or
water - see illustrations)
manufactured in industrial plant
conditions.

33
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SMALL MODULAR REACTOR
CONCEPTS (=<300 MW)

== RINTROL ROD
CRIVE MECHAN|SM

~ PREZSURIZEN

— Ma|N STEAM

T T REBER
(PREMARY FLOW)

— STEAM GENERATOR
(SECOMNOARY FLOW|

— - CONTAINMENT VESSEL
T FEEDWATER

T DOWNCOMER
(PRIMARY FLOW)

REACTOR
PRESSLIRE VESSEL

= Multiple modules installed in common underground
water pool.

= Passive safety implemented.

= Flexibility of applications: power for utilities, heavy
industry, sea water desalination and many more.

CORE
| PRIMASY FLOW)

34
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TERRAPOWER
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FINAL CONCLUSIONS

m Decarbonization of the EU economy forces painful decisions to be made to eliminate fossil
fuels from the energy mix.

® Lessons learned from the war in Ukraine and the desire to accelerate the entire process of
energy transformation have led to an opening up to nuclear power, previously pushed to the
margin.

= Attention has been drawn again to its zero-emission nature and high operational certainty.

® |n synergy with renewable sources, energy storage systems and nuclear power together have
unique a chance to become pillars of the European energy mix of the future.
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» Superconductors change paradigms in energy technology

outline

« High Temperature Superconductors (HTS)

« Superconductors for the energy transition
 Power distribution - HTS cables in urban areas

« Mobility — HTS systems in all electric aircrafts

 Summary




i§upra Superconductors change paradigms
In energy technology

* Energy efficiency — no ohmic restistance
« Grid protection — non-linear restistance

Copper
Superconductors

:

electric current




i§upra Superconductors change paradigms
In energy technology

« Material efficiency — highest current density




Superconductors change paradigms

| in energy technology

« Electrical/ohmic restistance
» Charge transfer by electrons (Drude 1900)

® ¢ @ ..
. o7 & o

2 -Q'if’ r’@ Atom
R N

« Good conductivity in metals due to free charge carrier

 Increase of resistance with increasing temperature due to thermal vibrations of
atomic nuclei




|Dﬁ ora Superconductors change paradigms
| in energy technology

« Ohmic restistance at low temperatures

©
S M Lord Kelvin, 1902
1% .
O \ —
=
= - _
5 \ H.F. L. Matthiesen, 1864
E .
N
."ﬁ
)
o
7
"“"’4— James Dewar, 1904
WL L >
OK Temperatur

Supraleitung, W. Buckel, VCH, ISBN 978-3-527-41139-9



Superconductors change paradigms
In energy technology

« Ohmic restistance at low temperatures
« Liquification of Helium by Kamerlingh-Onnes
« Temperatures of 4,2K accessible

Supraleitung, W. Buckel, VCH, ISBN 978-3-527-41139-9
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« Ohmic restistance at low temperatures

» First measurements of Kamerlingh-Onnes
at Gold and Platinum

 Residual resistance towards fixed
value (Matthiesen)

* Residual restance depending on purity
of samples

* Hypothesis: residual restistance of
pure samples is 0 (Dewar)

* New measurements at Mercury (destilled —
highest purity)

 New phenomenon:

v — Superconductors change paradigms
/

In energy technology

0,15

0'125 ///

10 ;
Qo5 | wg
0,08
0025 :

05 0
2,00 o
4%0 4*10 40 490 4%0

Supraleitung, W. Buckel, VCH, ISBN 978-3-527-41139-9


http://upload.wikimedia.org/wikipedia/commons/e/ee/Superconductivity_1911.gif

|vR ora Superconductors change paradigms

- in energy technology

 Quantum-mechanical interaction
* Interaction required for ordering of electron system
* Interaction of electrons by lattice vibrations (phonons) (Frohlich, Bardeen 1950/51)
* Interaction between exactly two electrons forming a Cooper pair

@9

 First theory for superconductivity in metals 1957 (Bardeen, Cooper, Schrieffer),




g Superconductors change paradigms

v
- in energy technology

* Area of stability, electronic transition
« Critical parameter: temperature, magnetic field, electric current

Current density |

B=1T

\ﬂ Induction B

(77K 1T)

Temperature T




v< High-Temperature-
e Superconductors (HTS)

« Discovery of High Temperature Superconductors

160 |
HgBa,Ca,Cu,O,
s ©
E 120 |- , Nachttemperatur
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2 - @ YBa,Cu,0,
g S0 : flissiger Stickstoff
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a/Sr)CuO, . =
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Ho _ FPb\ @ i
(1911%1.‘4”;'* | RS | | L flissiges Helium
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Jahr

Supraleitung, W. Buckel, VCH, ISBN 978-3-527-41139-9



« Complex structure and properties
* Yttrium-Barium-Copper-Oxide (YBCO)

« Strong anisotropy

Intra-grain- vs.
Inter-grain-current
Alignment of
crystals along
conductive path
mandatory

Ic (A

800

750
700
650

550-
500-
450-
400-
350-
300-
250
200

130

100-

50

High-Temperature-
Superconductors (HTS)
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Hall angle (%)

e lvanov et al. (1991)
o Char et al. (1991)
® Hilgenkamp et al. (1998)

* Heinig et al, (1999)
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High-Temperature-
Superconductors (HTS)

« From nano-engineering to long length processing of HTS tapes

B
74

statistical ] ] _ plate
highly orientated, crystaline layer




High-Temperature-
Superconductors (HTS)

[ ] —

« From nano-engineering to long length processing of HTS tapes

» Epitaxial growth of HTS layers on buffer layer templates

buffer layer

Deutsche Nanoschicht



iv<ﬁ Superconductors for
= the Energy Transition

« From nano-engineering to long length processing of HTS tapes
« HTS tape available worldwide in high quality and rapidly increasing quantity
« Unit lengths > 500m, joints and terminations available

OCO4peon
| |
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»e
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o < Superconductors for
= the Energy Transition

« Applications of High-Temperature-Superconductors

AC
distribution
cables

Windpower
generators

Satellite
propulsion

High-torque
motors

DC
transmission

cables
Applications at different TRL levels
(selection)

Open MRI

Levitation
for transport

Fault current
limiter

Industrial

Electric
aircraft

Railway
transformer

maghnetic
bearings




iv<~ - Superconductors for Fhe
> energy transition

General considerations
1. Technology readiness level

2. Power range

3. Market penetration




iv<~ - Superconductors for Fhe
> energy transition

General considerations
1. Technology readiness level

2. Power range

3. Market penetration




o < Superconductors for
= the Energy Transition

« Applications of High-Temperature-Superconductors

AC
distribution
cables

Windpower
generators

Satellite
propulsion

High-torque
motors

DC
transmission

cables
Applications at different TRL levels
(selection)

Open MRI

Levitation
for transport

Fault current
limiter

Industrial

Electric
aircraft

Railway
transformer

maghnetic
bearings




'v< Power distribution -
! HTS cables in urban areas

HTS cables enable

- highest energy transport with lowest
foot-print

- lowest electro-magnetic and thermal
emission

- easier integration of renewable energies
at lower voltage level

higher public acceptance and faster
realization




Power distribution -
HTS cables in urban areas

Project SuperLink

* The Munich challenge: 500MVA connection of main fela
substation Menzing and cogeneration plant Sud

T

SuperLink
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W <G Power distribution -
=~ HTS cables in urban areas

Project SuperLink

« The Munich challenge: 500MVA connection of main
substation Menzing and cogeneration plant Std
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Power distribution -
HTS cables in urban areas

Project SuperLink

« The Munich challenge: 500MVA connection of main
substation Menzing and cogeneration plant Sud

* Alternatives:

- . » ¢ - ‘ / /‘b' We connecr a greener warld
400 kV XLPE cable system Multiple 110 kV XLPE cable systems THEVA

E.g. tunnel solution, as in Berlin, London 5 systems & routes

AT

Karhe her mstin 1 Yedhnal ogle

Fachhochschule R
Sludwestfalen

ivarsily of Applied Sciencaes .

110KV HTS cable

L] I -
Not feasible in the city Novel technology TR .,s.',.'
Terchamgaonhion its



Power distribution -
HTS cables in urban areas

Project SuperLink

» Cable design — short-curcuit tolerant :ffela
« 110kV, 500MW :
* 12km length (pre-project 200m)
* Short curcuit 1s @ 40kA

SuperLink

* Project timeline w//m
« Evaluation /pre-project 2021-2023 S //
« Tender 12km project 2024 N WT
« 12km commercial project 2024-2026
Pro) THEVA

SXIT

Karheaher nstins [ Yednalogle

Fachhochschule i B
Sudwestfalen

! W M'!

HTS cable, NKT -

Three phases in one cryostat aw smessoruen Pt .'

nrf-: .-'\Ml



iv< — Power distribution -
> HTS cables in urban areas

Project SuperLink
 losses of HTS cable vs. conventional copper cable
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- Power distribution -
T HTS cables in urban areas

Project SuperLink

« Economic considerations T Qe

« OPEX reduction 34% compared to MV
standard solution

« 3,820t CO, saving per year
« Amortisation <<10years

SuperLink

SW/M

= Kabel THEVA

®m KOhlung
ointte

Planung, Trassierung, etc

m Betriebskosten \‘(IT

r instina [l Yedhnalogle

110-kV-VPE-Kabel
5 Systeme

110-kV-HTS-Kabel
1 System

Fachhochschule
Sudwestfalen
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iv<» - Mobility — HTS systems
= in all electric aircrafts

« Applications of High-Temperature-Superconductors

AC
distribution
cables

Windpower
generators

Satellite
propulsion

High-torque
motors

DC
transmission

cables
Applications at different TRL levels
(selection)

Open MRI

Levitation
for transport

Fault current
limiter

Industrial

Electric
aircraft

Railway
transformer

maghnetic
bearings




|v<' Mobility — HTS systems in
= all electric aircrafts

Pathways to decarbonise the AVIATION sector

Liquid Hydrogen
Cryogenic
Temperatures
as a

breakthrough
for
future electric
propulsion system

Elactrical Embedded Power g 10k'WV

@ Airbus, 2023 ; Export Control - Not Technical AIRBUS



/

Electric propulsion for aircrafts

Specific power
?? — (kW/kg)

Conventional
technology

Q

Regional

N Range P

8 Commuter
Range

5 —

0,2

Mobility — HTS systems In
all electric aircrafts

Long
. Range P

power (MW)

Short
.. Range _ >60
20-50
»breakthrough

technology*“



Mobility — HTS systems In
all electric aircrafts

AIRBUS < DEMACO T ;¢ [@]  IMABEE #7
DLR

St Institut fiir Flugzeugbau und

— // , Institut fiir Flugantriebe :
ROIIS'Royce Superox hechsch g'le dsL.‘ldrrgﬂth‘{g Elu .Q,l_',., lFAS i Slrémunggs:mscthincn Lelfh:bau\,,éﬂ,, f‘IL_




: Mobility — HTS systems In
\Y upra T
all electric aircrafts

Project ASCEND

source: AIRBUS UpNext



Mobility — HTS systems In
all electric aircrafts

Project ASCEND
« DC cable cooled with liquid nitrogen

source: AIRBUS UpNext



Mobility — HTS systems In
all electric aircrafts

Project ASCEND
 MCU (power inverter) cooled with liquid nitrogen

source: AIRBUS UpNext



Mobility — HTS systems In
all electric aircrafts

Project ASCEND
* AC cable cooled with liquid nitrogen

\ §‘(((((((((( s

source: AIRBUS UpNext



Mobility — HTS systems In
all electric aircrafts

Project ASCEND
» Motor cooled with gaseous Helium

source: AIRBUS UpNext



Mobility — HTS systems In
all electric aircrafts

Project ASCEND
» Motor cooled with gaseous Helium

source: AIRBUS UpNext



<‘ - Superconductors for the

v "
o energy transition

HTS material is available in reasonable quality and quantity

HTS can be applied in the energy, medial, industrial and mobility sector
HTS applications are at various TRL levels

First applications will be commercialized well before 2030
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Cross-Border ©
Grid Connections

Ensuring a Stable Trans-European Network = =
A NES
\
Frank Borchardt, VDE FNN (—1{1—/‘

3'd September 2024, Brussels
EUREL European Future Technology Summit
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VDE FNN — the Power Network Experts

Established

2008

L@k

I\

E

137

application rules standards & manuals

503 Members from

12 nations

network operators,
manufacturers and scientists

About 450

voluntary experts
collaborating with 60
committees

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE

VDE FNN application rules
setting the State of

technology (s49 enwa)

www.vde.com/en/fnn

VDE NN

1


http://www.vde.com/en/fnn

Order of the day

“Strengthening Resilience of
European Power and
Communication Networks”

Why?



That iIs Why

One Interconnected System — From Algarve to Donbass
The Continental European “UCTE system®

31

Transmission System
Operators

26

Interconnected Nations

(since 17/03/2022 incl. Moldova and Ukraine)

>350,000 km

Transmission Lines

(Voltage 2110 kV)

495 Millions

Supplied People

Quellen: ENTSO-E, Statista

VDE NN —

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE 3



Ensuring a Stable Trans-European Network

Building the infrastructure
The very German way towards smart grids E\ é@Q
Developing efficient end-to-end cybersecurity |

requirements in support of renewables
integration, demand response and flexibility @

L+p

O O
E 51 C "‘ Daily business on cybersecurity

1T Play of the game in protecting networks

|
_/_\_ - I @ Understanding how an attack to control
[ access nodes in the distribution network
Getting the focus T Cl/ﬂ could bypass cryptography and secure-by-

_ design architecture to harden the network
Where the true weak points are

Analysing the current system to identify
strengths and weaknesses as the key
drivers for security measures

VDE NN —

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE



Getting the focus

About Stable Networks: The Vast Majority of Incidents is Beyond Human Control
Analysis of 33 major incidents on power networks worldwide since 1965*

= Technical Failure 15 I
» Natural Disasters/Force Majeure 9O IS

= Human Error 6 I

= Warfare 2

= Cyberattack 1 0

Only warfare and cyberattacks are under human control. Somehow...

* Source: Wikipedia (https://de.wikipedia.org/wiki/Liste historischer Stromausfélle)

VDE NN

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE


https://de.wikipedia.org/wiki/Liste_historischer_Stromausf%C3%A4lle

Getting the focus

Classifying Threat Scenarios for Critical Infrastructures Realistically

Y X

N
AV
Blasting the Sabotage of
Nordstream Pipelines transmission lines
Outstanding targets Vulnerable infrastructure
Attacks for terrorism or hybrid warfare Politically motivated attacks are hard

are conditionally predictable to predict

"%
0

Attack on KA-SAT system
interfering with wind turbines

Random targets

Attacks in cyber space are daily
business for CRITIS operators

Critical infrastructure as a whole is threatened only in case of n-1 is getting lost

20.02.2024 © Forum Netztechnik/Netzbetrieb im VDE

VDE NN



Getting the focus

The Cost Benefit Analysis on Cybercrime —Where Does it “Pay Off”?

Secondary Data Systems

Price Signals
Power Exchange

%,

f;»ﬁ Forecast Data
w7 Third Parties

Attack lucrative, but challenging

Transmission Network

CRITIS (CER, NIS 2, ...)

(Digital) Distribution Network

Attack (rather) easy, but

lucrative only at “bulk load”

QRN (] R
=

IMSys
BSI-TR-03109

g

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE

=)

Customer Premise

VDE NN



Getting the focus

Future Households Are of Systemic Relevance — Why?

Additional load is required by an

Classic Household /o o increasing number of households
Average demand (&/15 min) A | Ql for several hours every day.
|
approx. 4 kW, ., : - “_3“

Future Household

=) I_I‘|_‘>‘>‘>E'-’J

Heat pump 3-16 kW
Home charger 11 - 22 KW
PV unit up to +25 kW

The assembly of heavy loads at similar times of use
approx. = 25 kW,

IS turning households into preferred targets

VDE NN —

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE



Germany.

9 9 security incidents reported

for the energy sector

6 8 successful

ransomware attacks on enterprises

About 2 1 5 O O O Infected systems

per day

BSI: ,Die Lage der IT-Sicherheit in Deutschland®, reporting period 2022/23
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/L agebericht2023.html



https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2023.html

Building the infrastructure

POV: You are running a system of 900 DSOs, separated meter service operators,
distributed generators, aggregators, energy suppliers, ESCOs & 15.5 M customers

lo) o]
IZI D @ 3—_(\{7_-'2 o/@g‘%\o
I I\ REvA
(LI 0
Market Design System Architecture Hardware & Software
Common Understanding Initial Commitment Technical Requirements
Robust and state-of-the-art Unique and secure Interoperable hardware by
communication processes for infrastructure, mandatory for all trusted sources, future-proofed
various market roles players of systemic relevance by remote access for upgrades

Back to 2013 this was the starting point for Germany’s very individual apporach

VDE NN —

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE 10



Building the infrastructure

The iIMSys* — One Unique Platform for Smart Metering and Smart Grids
Technical requirements specified by BSI for basic meter, smart meter gateway, control box

Fulfilling highest cyber security Built from the scratch

requirements System architecture and technical requirements

From the very beginning data protection and \\\ for devices, backend, as well as manufacturing

IT architecture are designed for embedded
smart grid requirements : No adaptation of already existing

and logistics were newly invented

solutions and products

Part of the critical infrastructure

In combination with the goals of German

Energiewende, the digitalised distribution network is
gaining massive impact to system stability Security by design at
Secret Service level

* IMSys = inteligent Metering System

11

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE



Building the infrastructure

The Smart Meter Gateway - Secured Communication on two Channels

Public Key Infrastructure

Communication to Backend
(Gateway Administrator)

“Business sensitive” communications

= Mandated communications
Dual fuel, register values, load profiles,
“useful values” for network operations

= Administrative communications
status messages, wake-up calls, firmware updates

| ouo\\\

L

E——

CLS Proxy Channel

Other Communication
(“In Transit” Through Gateway)

Functional enhancements for smart meters

» Demand response services
DSO/ESCO commands for control box

= Meter readings from sub metering
Water, district heating, space heating allocation

= 3 party services for customer appliances
Firmware updates, status messages, etc.

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE

VDE NN —
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Building the infrastructure

The Control Box - Enabler for Smart Grids, Gate Keeper for Secured Infrastructures

Gateway/Home Interface

Secured communication via
Smart Meter Gateway CLS Proxy

Administration services

= CLS Proxy management
Open, manage, close CLS channels for
identified “eligible players”

= Local device management
Authentication and comms management for
HEMS/appliances at customer's premise

\— 0000 ‘

O

Demand Response Services

Controlling appliances on behalf of
any “eligible player” in the market

Demand response services

= Smart grid daily business (energy market)
Executing ESCO services (scheduled, ad-hoc)

= Congestion management
market driven congestion management,
DSO emergency commands

03.09.2024

© Forum Netztechnik/Netzbetrieb im VDE

VDE NN —
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Building the infrastructure

SiLKe — The BSI* Certified Secured Supply Chain for Smart Meter Gateways
To prevent or detect any manipulation — from production to final assembly

@ O
Smart meter gateway S ,\{L .O] —> [a8
production and storage / | 0

= Factory protected by strict

admission control Storage at the meter operator

| S
= Dedicated workforce only / \J . .
: = Storage in a safe container
» Safe storage in warehouse [ _ _ _
—(¢
N\

= Deployment to customer’s premise

under operator’s own responsibility
LOO—=0

No infiltration of non-authorised or
Transport to the meter operator

_ _ manipulated devices into the assembly
= Transport in a safe container process shall stay under the radar.

* BSI = the German Federal Office for Information Security

VDE NN —

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE 14



You shall
not pass!



Dalily business on cybersecurity

How an Attack on Critical Infrastructure Might Happen* and Who is Targeted

101
011
101 @
Ransomware
Digital blackmailing

System corruption by
vulnerabilities

Data encryption,
ransom for decryption?

“Industrial cybercrime”

QG%Y)
o-x)-&o
APT

Digital warfare or spying

Long-term assault on
targets of special interest

Spy out for information,
sabotage

Increasingly detected in
conjunction with war on
Ukraine

* BSI: ,Die Lage der IT-Sicherheit in Deutschland®, reporting period 2022/23

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2023.html

A

1

DDoS

Operations disruption

System unavailability by
multiple superfluous traffic

Service interruption for
multiple reasons

Frequently used in
combination with other
attacks (distraction)

<]

Spam & Phishing
Digital scam / theft

Causing human error
(social engineering)

Door opener for system
corruption

First-action attack to
prepare further assaults

9 CoR

03.09.2024

© Forum Netztechnik/Netzbetrieb im VDE

VDE NN

S

System Weakness
Exploiting vulnerability

Persistently seeking for
week points in software

Compromising (out of
date) systems by malware

Bulk business, lucky hit

O O
(o

16


https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2023.html

Dalily business on cybersecurity

“Market Expectations vs. Operational Needs” Might be a Challenge
Example Germany: new regulatory regime set into force as of January 1st, 2024

>

I + [

o [

Controllable Load
New installation*

e
PV (>25 kW)

+ controllable load

| Tl‘\\@
_> 0

I

Smart Meter

S
L: Systemic relevance of data 0 A Infrastructure
§ 34 (2) IAW § 19 (2) MshG | J
- -
A\
O d TH Wl Tl ., X
Controllable Load Flexibility Market S
Existing installations Not DSO operated “Somewhere at
the cloud”

* Going live after Jan. 15, 2024

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE

VDE NN —
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Dalily business on cybersecurity

Reminder: NIS 2 Ends Where the Customer‘s Premise Begins

Protection of parallel WAN connection is

under customer’s responsibility

DSO Infrastructure

7
00
Operated uncontrolled and blind, | QDI ' g}% Appliances linked to various
upward network protection at I o third-party systems by parallel
| ; I-_I | JIG  WAN connection

secondary substation only J |
=) Mg
Market driven operation

IMSys is interface to distribution —
1 Customer without notice to DSO

network, non-reactive linked to
customer installation Installation

Controllable load with mandatory non-reactive

link to smart meter and distribution network

VDE NN —

18
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Dalily business on cybersecurity

The Greatest Cybersecurity Threat is Lurking Behind the Smart Meter

= Direct attack <> %ﬁn Backdoor attack
- | on DSO infrastructure r;\L_n_Tsé' on customer appliances
Successful attack damages Successful attack damages
particular network section particular product or manufacturer
Regional limited but serious consequences Nationwide but minor consequences for infrastructure
for infrastructure (randomised impact)

Serious in case of various products or manufacturers
affected at the same time

A successful backdoor attack can be regarded as a question of time only @/_}

*——U

VDE NN —

03.09.2024 © Forum Netztechnik/Netzbetrieb im VDE 19







Takeaway Facts

A resilient energy system is subject to permanent efforts.

Digitalisation is a game changer not only for the “good guys”.

Building one unique infrastructure for smart metering and
smart grids requires a secured eco system, based on
standards far beyond NIS 2, CER, etc.

Daily business on cybersecurity begins with understanding
where an attack is likely to happen and how it starts. Build
firewalls against systems you cannot control 100 %.
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Thank you for your
attention!

FNN — empowering the future networks.

Your contact

Frank Borchardt
Metering and Digitalisation

Phone +49 30 383868-26 | Mobile +49 170 5763781
frank.borchardt@vde.com

Forum Netztechnik / Netzbetrieb im VDE (FNN)
Bismarckstral3e 33 | D-10625 Berlin | Germany
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